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Abstract— New cybersecurity challenges have increased as the interconnected IoT devices grow, such as DDoS attacks, which are observed
as more attacks exploit resource‑constrained IoT devices. Conventional detection mechanisms often fail to capture the dynamic and diverse
nature of IoT network trafϐic, and several researchers and professionals have addressed these concerns. In view of the issues raised by the
researchers, the presented models need to enhance their accuracy and performance. The BERT_LSTM‑LGBM model has been proposed for an
intelligent and accurate DDoS attack detection in IoT devices. BERT component is used to remove deep contextual features from network trafϐic
data, capturing intractable relationships and semantic dependency. The long Short‑Term Memory (LSTM) network further improves temporal
arrangements learning to detect sequential anomalies, while the LGBM classiϐier promises high‑speed and comprehensible decision‑making.
The results show that the BERT‑LSTM‑LGBM framework is robust and can detect diverse DDoS attack patterns, offering a scalable and intelligent
solution for securing next‑generation IoT infrastructures. Our proposed model presents its exceptional proϐiciency in threat detection within
the IoT environment. We achieved remarkable results such as 99.8%, 98%, and 99%.
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I. INTRODUCTION

The quick growth of IoT networks has signiϐicantly increased exposure to
large‑scale DDoS attacks that can disrupt critical services and compromise
network availability. To address this issue, a hybrid detection framework
integrating BERT, LSTM, and LightGBM is proposed for intelligent DDoS at‑
tack identiϐication. In this approach, BERT is utilized to capture rich contex‑
tual representations from network trafϐic features, while LSTM effectively
models temporal and sequential patterns of malicious behavior.

IoT networks are integrating sensors, embedded computers, and de‑
vices in various sectors, including agriculture, smart cities, and hazardous
industries such as mining. IoT technology has enhanced living by stream‑
lining processes and increasing productivity[1, 2, 3]. By 2030, there will
likely be over 29 billion linked devices, which has increased the suscepti‑
bility of IoT ecosystems to changing cyber threats [4, 5]. Quality of service,
security standards, appropriate administration of privacy, ongoing seri‑
ous, precise service addressing privacy information, and conϐidentiality
are some of the major issues facing IoT ecosystems. Figure 1 presents the
DDoS attacks detected in IoT networks from 2020 to 2025, adopted from
studies.

Fig. 1. DDoS attacks detected in IoT networks

Figure 1 demonstrates that DDoS attack detection is increasing each
year till 2025. This creates signiϐicant security vulnerabilities, primarily
in IoT contexts. The use of DL and ML for secure IoT needs to be explored
[6, 7]. However, based on the variables the dataset used, the characteristics
chosen, the algorithms employed, and the evaluation measures, their efϐi‑
cacy and dependability differ signiϐicantly. Furthermore, there is a critical
requirement to successfully balance detection accuracy with resource lim‑
its because many studies have not focused on creating resource‑efϐicient
models for IoT devices with limited computational resources.

Conventional detectionmechanisms often fail to adapt to the dynamic,
diverse nature of IoT network trafϐic. Several researchers and profession‑
als have addressed these types of issues and need toworkmore on enhanc‑
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ing the model’s accuracy.

A. Paper organization

• In the ϐirst section, this research presents an introduction and a
comprehensive literature Review.

• In the second section, this research presents themethodology, such
as data collection and a ϐlowchart.

• In the third section, this research presents the details of the Con‑
ventional Neural Network (CNN) and LSTM.

• In this section, this research presents the details of the dataset, data
preprocessing, binary classiϐication ϐlow chart, Algorithm 1, and Al‑
gorithm 2.

• In the fourth section, this research presents the details of the pro‑
posed framework, architecture, and model.

• In the ϐifth section, this research presents the results, the confusion
matrix, training and validation metrics, a summary of classes, and
accuracy over epochs, and a benchmark table.

• In the sixth and last, this research presents the conclusion and fu‑
ture work.

II. LITERATURE REVIEW

IoT device integration has greatly increased operational efϐiciency across
a range of businesses, but it has also brought about several security is‑
sues. Signiϐicant risks to IoT ecosystems are posed by cyber threats that
target IoT devices, such as coordinating compromised devices to launch ex‑
tensive cyber‑attacks. This makes it perfect for low‑resource IoT devices.
However, it has issues with adaptability to sophisticated attacks, scalabil‑
ity, and a high false positive rate in diverse IoT scenarios [8, 9]. Overcoming
the drawbacks of conventional methodologies, large datasets can be gen‑
eralized by ML models to ϐind new approaches, including supervised, un‑
supervised, and reinforcement learning. Presented ensemble‑based learn‑
ing frameworks that maximise detection accuracy by utilising feature en‑
gineering and dimension reduction strategies [10, 11, 12]. The F1‑SEFL
methodology documents data dimensionality by 86.9%byusing extremely
radonised trees for feature signiϐicance analysis. Figure 2: Overview of the
LR of our proposed model.

Fig. 2. LR of proposed model

Figure 2 shows the rapid expansion and connectivity, explaining ma‑
chine learning support for IoT security. Furthermore, BERT‑LSTM frame‑
works support.

These methods demonstrate how ML may optimise resource usage
without sacriϐicing detection precision. DL methods, such as CNNs, LSTM
hybrid models. A CNN‑LSTM hybrid architecture that reduced dimension‑
ality using Principal Component Analysis (PCA). The framework incorpo‑
rates advanced optimization techniques, quantization, and pruning to pro‑
vide high scalability and detection in IoT environments with limited pro‑
cessing capability. Achieved a 96% detection accuracy using data from
Raspberry Pi‑infected IoT devices by applying CNNs for extraction and
LSTMs for classiϐication [13, 14]. Introduced a DNN‑based malware sys‑
tem that proved feasible for real‑time deployment with a 93% detection
accuracy and a 92% F1‑score. The resilience of hybrid architectures is fur‑
ther demonstrated by studies conducted in IIoT contexts. CNN, LSTM, and
GRU are combined in the generated models to reach 100% anomaly detec‑
tion accuracy [15, 16, 17]. These technologies are especially appropriate
for large‑scale IIoT systems, as they incorporate asynchrony and federated
learning, which guarantee privacy and facilitate decentralisedmodel train‑
ing.

InvestigatedBidirectional Gversarial Networks (BiGAN) andAdversar‑
ial Autoencodes(AAE) for the detection of zero‑day attacks. These models
showed great effectiveness in addressing new risks and obtained an amaz‑
ing result. A hierarchical analysis detection system that combines auto en‑
coders (AES) and Generation Adversarial Networks (AEs), and Generative
Adversarial Networks (GANs) [18, 19]. Thereby resolving privacy and data
scarcity issues. Table 1 presents the research analysis.

TABLE I
RESEARCH ANALYSIS

Reference Techniques Datasets Challenges
[20] RF Used BOT‑IoT dataset Real‑time data analysis
[21] RF and XGBoost Used a robust dataset Need to work on models to enhance accuracy and improve
[22] DL and Convolution network Real‑world and synthetic datasets got to enhance overall security factors in SDN
[23] SVM CICIDS2017 dataset Need to work on lightweight security
[24, 25] DL and CNN BoTNet dataset Need to continue work on evolving DDoS attacks
[26, 27] Research methods Domain Explanations
[28] Review IoT IoT attacks
[29, 30] Survey IoT IoT security areas
[31] Survey IoT Threats and attacks based ananysis of IoT
[32] Framework IoT IoT attack surfaces
[33] Low‑power IoT Assessmentin IoT network

In Table 1, the researchers discussed in detail the DDoS attacks de‑
tection models analysis. Further, the authors explain research objectives,
techniques, ϐindings, and challenges in the dynamic IoT environment. Its
improved performance over traditional models was demonstrated in the
evaluation of the UNSW BoT‑IoT dataset, highlighting the usefulness of in‑

tegrating GANs with AEs for distributed IoT ecosystems. Robust IoT in‑
trusion detection relies on handling class imbalance and feature selection.
Developing a universal feature section technique by addressing these is‑
sues with datasets [34, 35]. The bagging approach used a random forest‑
based feature, shufϐle methods in conjunction with SMOTE resampling
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techniques, to determine which characteristics had the greatest inϐluence.
The result models demonstrated robustness in situationswith unbalanced
data and improved detection performance as measured by metrics.

There are still signiϐicant obstacles to be addressed despite the
progress made in ML and DL for IoT stack detection. Real‑time processing
and resource limitations are difϐicult for many approaches to balance. The
creation of reliable, universal solutions is further hampered by reliance on
labelled data and a lack of diversity in datasets. Although new methods,
such as hybrid and generative models, exhibit potential [36, 37], they are
still not yet ready forwidespread use. Furthermore, it is uncommon forML
and DL techniques to be fully integrated, with a signiϐicant gap in the area.

III. METHODOLOGY

In this section, we mentioned the data collection source. In this study, we
utilised multiple sources to download relevant articles, international con‑
ference proceedings, and book chapters; the details are in Table 2.

TABLE II
DETAILS OF THE DATA COLLECTION

Data Source 2020 2021 2022 2023 2024 2025
IEEE 04 03 05 06 08 06
Elsevier 03 04 06 04 03 06
ScienceDirect 02 05 07 05 04 07
Google Scholar 03 04 03 04 03 08

Table 1 shows that the last ϐive years’ studies have been downloaded
from multiple online databases, such as the IEEE, Elsevier, ScienceDirect,
and Google Scholar. Figure 3 presents the Data collection and database
names for the research.

Fig. 3. Data collection and database names for the research

This bar chart presents the data collection and the databases’ names,
used in this article, such as IEEE, Elsevier, ScienceDirect, and Google
Scholar, which were collected from 2020 to 2025 for this study. Figure
4: Flowchart of the data collection process for the proposed model.

Fig. 4. Flowchart of the data collection process for the proposed model

A. Conventional neural network

In this section, we present the different authors’ contributions about CNN.
In this model, it has been proven that decision‑making results signiϐicantly
and effectively. [38, 39], these developments have opened new doors and
are supporting the reachof solutions in theCNN is transformingage, includ‑
ing multiple industries. Furthermore, it plays a signiϐicant role in security
and offers strong timedetection tools for threats [40]. These types ofmulti‑
ple convolutional layers consist of a nonlinear activation function and fully
connected layers that permit the capture of complex patterns and textures
in images, making them speciϐically well‑suited for visual data interpreta‑
tion applications. Figure 5 presents the convolutional neural network.

Fig. 5. Convolutional neural network

B. LSTM

The LSTM classiϐier uses AI‑basedmodels to improve themodel’s accuracy.
The authors have applied the LSTM classiϐiers in their research studies and
have achieved the required accuracy in different models using LSTM, and
have given limitations that need to be enhanced to improve model results
[41]. The proposedmodel received a 97%accuracy [42]. Getting the evalu‑
ation of the LSTM prediction accuracy, for this root mean‑square logarith‑
mic error has been chosen [43]. The CNN‑LSTM model has been chosen
as a novel method for an inherent IoT environment in dealing with spatial
and temporal components. Figure 5: Overview of the LSTM architecture
adopted from studies.
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Fig. 6. Overview of the LSTM architecture adopted from studies

C. Dataset

We have collected the IoT‑23 dataset [44], which comprises the collected
data from open sources of various network trafϐic statistics from three in‑
nocuous IoT devices and twenty Raspberry Pi devices infected with mal‑
ware. The dataset divides trafϐic into 10 different labels, each of which rep‑
resents onebenign case andnine attack scenarios. This datasetwasused in
our study to create a system that uses neural networks to classify DDoS at‑
tacks into two categories: harmful and benign[39]. This dataset was used
in our study to build an improved detection model into two categories: be‑
nign and harmful. Table 3 presents the summary dataset’s attacks.

TABLE III
SUMMARY DATASET’S ATTACKS

Classes No of Samples
Benign 443402
DDoS 144,662
PartOfAHorizontalPortScan 144,662
Okiru 144,662
Attacks 9398
File download 18

D. Data preprocessing

The IoT‑23 dataset was preprocessed to prepare it for modelling. We
merged 500,000 benign samples with 44,662 examples each from the
PartO Horizontal PortScan, Okiru, and DDoS classes, together with low‑
frequency labels. We divided the dataset into training, validation, and test‑
ing sets 60%, 20% and for binary and multiclass classiϐication. Figure 6
presents a binary classiϐication ϐlowchart.

Algorithm 1: DDoS attack in a web application
Input HTTP request data and build a DDoS attack block (payload)

Output: malicious request with decreased DDoS attack
1: BEGIN
2:True: malicious request with illegitimately decreased DDoS
3:If
4:web_app_DDoS = 0,
5: web_app_DDoS = 0,
6: Inϐinite_DDoS limited to 522, &&
7: sqli_recalculate_sqli = null, then
8: mal_request select the parent
9: Attack is instigated
10: Else
11: False: request = begin
12: Until the decreased DDoS attack is launched
13: web_app = attacked

14: END

Fig. 7. Binary classiϐication ϐlowchart

Algorithm 2: BERT‑LSTM ‑LGBM Preparation for the Model
Result: Trained model parameter Pr

Input: Set all dataset [z1,z2,z3,......zy] in IoT‑23 LGBM data pool
Output: prepared, pre‑processed, feature‑engineered IoT‑23 dataset,
DDoS HTTP
1: BEGIN for z belonging to IoT‑23 dataset, LGBM, do
2:Import: panadas as ‘pd’, && numpy as ‘as’,&& cvs
3: Load: IoT‑23 dataset,LGBM [z1,z2,z3,......zy]
4. END
5. BEGIN for all x belonging to IoT‑23 dataset, LGBM, do
6. Data = pd.read_csv (‘payload_rpl.csv’,r)
8.(dp.data = = empty || empty||undeϐiened
9. Dp.data = = NaaN || dp.data = = 1
10. if (f1.data = = fn.data)
11. Fn = drop
12. Else
13.Dp.data = value && f.data = intact
14. If (data.dtpes ≠ numerical)
15. Data.dtypes = oneHotEncode
16. Else
17. Data.dtypes = num
18. Check data. isnull ()
19. True if dp.data = = True
20. For (data.data.isnull() = = True
21.Data = oneHotEncode
22. Until
23. Return preprocessed, prepared, IoT‑23 dataset, DDoS HTTP
24. EN
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E. Proposed framework

Presents the architecture in Figure 7, a powerful combination of two mod‑
els, CNN+LSTM+LGBM. The ML‑based ϐirewall enhances traditional ϐire‑
wall using ML to analyze network trafϐic and identify both known and un‑
known threats through static rule sets. The features extracted from the
CNN model, which are present in Figure 8, are used as the input to the
LSTM model. The output of the LSTM model identiϐies the malicious fea‑
tures, which will be classiϐied using the LGBM for the ϐinal classiϐication.
This can take preventive measures against the malicious devices and their
activities. Figure 8 presents the proposed architecture.

Fig. 8. Proposed architecture

In this ϐigure, there is an extra layer, which is working, namely
CNN+LSTM. In this layer, LGBM provides the ϐinal classiϐication, and the
results go through the gateway for further processing of the data.

Fig. 9. Hybrid proposed model

Wehave added a layer in our proposedLSTMmodel of temporal aware‑
ness to the feature extraction process. Temporal dependencies in the data
are captured, enabling the model to better detect and react to emergency
threats, and it can learn over time. Furthermore, the proposed LGBM got
the required classiϐications, speciϐically when it deals with malicious activ‑
ities.

Packet Rate =
Total Packets
Flow Duration (1)

TP Rate ⇒ Better DDoS Detection (2)

Precision ⇒ Low False Alarms (3)

F1‑Score ⇒ Strong DDoS Detection Performance (4)

IV. RESULTS

The CNN, BiLSTM, and DNN were used to classify network trafϐic as either
benign. We got excellent performance in binary and multi‑class classiϐica‑
tion tasks, which is further supported by the confusion matrices shown in
Figures 10 and 11. This demonstrates how well the hybrid CNN–BiLSTM–
LGBM model generalizes. Figure 9 presents training and validation met‑
rics.

Fig. 10. metrics of the training and validation

Fig. 11. Binary classiϐication confusion matrix

Table overview of the CNN‑BiSTM‑LGBM model using the IoT‑23
dataset for binary classiϐication. Figure 10: Binary classiϐication confusion
matrix andFigure 11: Confusionmatrix formulti‑class classiϐication. Table
4 presents the summary of the class. Table 5 presents the binary classiϐica‑
tion of the model using the IoT‑23 dataset.

TABLE IV
SUMMARY OF THE CLASS

Class Accuracy Recall Precision F1 Score
Benign 99.95% 99.99% 99.90% 99.95%
Malicious 99.95% 99.85% 99.96% 99.95%

TABLE V
BINARY CLASSIFICATION OF THE MODEL USING IOT‑23 DATASET

Class Accuracy Recall Precision F1 Score
Benign 99.98% 99.99% 99.96% 99.98%
DDoS 99.98% 99.97% 99.99 99.95
Okiru 99.98% 99.99% 100.0% 100.0%
PortScan 99.98% 99.98% 99.98 99.98%
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Fig. 12. Confusion matrix of multi‑class classiϐication

Fig. 13. Training vs validation accuracy epochs

V. DISCUSSION

1Wepresented an analysis of our proposedmodel’s performance in detect‑
ing DDoS attacks within IoT networks. which cover a broad range of attack
situations and types. Furthermore, Table 6 gives a detailed comparison of
the dataset used in this study with the dataset.

TABLE VI
COMPARISON OF OUR MODELWITH THE ADVANCED STUDY

Study Dataset Model Accuracy
31 Edge‑IIoTset DNN 94%
25 IoT‑23 CNN and LSTM 96%
30 N‑BaIoT CICIDS2017 CNN–LSTM 99% 99%
Proposed model IoT‑23 CNN–BiLSTM–LGBM 99.8%

Table 6 presents a comparison of our model with advanced studies
with ϐive relevant models, which are advanced in the software market. Fig‑
ure 12 presents the model accuracy comparison.

Fig. 14. Model accuracy comparison

This ϐigure shows the comparison of model accuracy, such as DNN,
93%, CNN, and LSTM, 95.5%, CNN‑BiLSTM‑DNN, 99%, and our proposed
model got the highest results, CNN‑BiLSTM‑LGBM, 99.8%, as compared to
the existing models Liu, Y. and Dai, Y., 2024.

1. Conclusion In conclusion, we carefully assess the efϐiciency of the
BERT‑LSTM‑LGBM model on the datasets. Our research focuses on the
BERT‑LSTM‑LGBM model’s subtle capabilities, speciϐically, its proϐiciency
at extracting intricate features. This model presents high results in DDoS
attack detectionwith the IoT environment using the IoT‑23 dataset; in this
regard, we got the required model’s performance. We have developed a
unique model for IoT DDoS attack detection to provide effective security
measures in the IoT domain.

VI. ABBREVIATIONS

IoT: Internet of Things
DDoS: Distributed denial of services
ML: Machine Learning
BERT: Bidirectional Encoder Representations from Transformers
LGBM: Light Gradient Boosting Machine
DL: Deep Learning
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