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Abstract— Internet of Things (IoT) and Industry 4.0 have become more and more common in recent years. In fact, smart houses that are

common in the home, also include the monitor of the factory. Numerous IoT devices are developed on the basis of Linux. In view of this tradi-

tional network installation is more worthy of attention on the IoT.We remember to update the update of the home computer but often overlook

the update of the IoT device becausemost of the IoT devices requires manual updates. Hackers often exploit this vulnerability to attack related

devices. So, how to protect the IoT equipments is the topic of this study. This study proposes a honeypot search system based on self-study. The

system can be used to search the honeypot system that may exist in the regional network, and design a smart honeypot system to confuse the

attack of the hacker and protect the internal system of the enterprise.
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I. INTRODUCTION

Recent years, Industry 4.0 and IoT technologies havematured. For

example, by intelligent zing solar power plants, plant monitors can keep

abreast of power generation situations and control the cost of generating

electricity. When anwarning , it can be processed at the timely tominimize

the damage and Power plant power generation data can also be saved as

a reference for optimizing solar power generation services in the future.

The technology of information technology and the IoT becomes more and

more mature, many factories and national key infrastructures use ICS to

monitor and collect data [1].

The system for environmental monitoring and data collection,

SCADA is an indispensable system for industrial control. The role of the

system is mainly for the communication bridge between Human Machine

Interface (HMI) and Programmable Logic Controller (PLC) [2], especially

PLC is a special type of embedded device that is programmed to input,

manage, and control physical objects such as valves, sensors, and so on.

The main components required control system software, embedded oper-

ating systems, and digital input/output. It can be thought of as a special

digital computer that executes speci􀅭ic instructions, collects data from in-

put devices (such as sensors), sends commands to output devices (such as

valves), and transmits data to engineering stations.

In the operation of the user, mainly through the interaction of

the HMI, the user can query the related information of the device and

transmit related instructions such as device control to the Supervisor Con-

trol Center (SCC) for processing. After the SCC receives the query and

control commands from the HMI, the SCCwill process the instructions and

send them to the PLC to achieve the purpose of query and control. When

the host of the SCC is attacked, or the PLC connected to each sensor is

attacked, it is forced to send an abnormal value, so that the HMI provides

the wrong information to the administrator, which will have irreparable

consequences. Therefore, it is extremely important for the operation of

industrial processes. In addition, certain features of ICS 􀅭ield devicesmake

themmore vulnerable to cyber-attacks. Usually, they are usually deployed

for a long time (for decades). Also, the ICS typically includes several legacy

devices that lack basic security features and no new security features

[3, 4, 5, 6, 7].

Although the industrial control system is usually on the inter-

nal network, since most companies have other computers on the internal

network to connect to the industrial control system, if the internal com-

puter is attacked by a hacker, the hacker can directly access the PCL. Mod-

bus protocol control to bypass HMI authority control. Therefore, how to

make the data 􀅭low of the monitoring system normal to ensure the reliable

and safe operation of SCADA is an important safety goal of this research

[8, 9, 10, 11].
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II. BACKGROUND KNOWLEDGE

A. SCADA

The system for environmental monitoring and data collection

is Core system of industrial control. The system has a wide range of ap-

plications, including power systems, oil, natural gas, etc., all of which are

applications. Themain purpose is to use the graphical interface method to

display the information collected by various sensors by means of graphs

[12] SCADA systems usually consist of a HMI andmultiple PLCs. A PLC that

can be connected to sensors and actuators, which has internal memory ca-

pacity, and runs the logic needed to control the connected devices. It stores

the information received from the device and sends the data to the HMI

system operator. In addition, it can also receive control data from the HMI

and send themodi􀅭ication commands to the appropriate actuators. Among

them, Modbus is one of the most common SCADA system protocols. Orig-

inally designed for serial line communication, the Modbus protocol was

created assuming all SCADA functions are safe and function as expected.

Since the protocol does not include authentication and authorization, and

no data integrity veri􀅭ication, which leads to many Modbus systems have

few defence mechanisms to combat malicious attacks. In addition, all data

is transmitted in plain text without any encryption.

The main functions of the system are as follows

• Instant and historical data trend curve display

• Alarm processing system

• Data capture and recording

• Data analysis

The SCADA system is mainly composed of three parts: "HMI, SCC,

PLC." The operationmode ismainly to send inquiry and control commands

to the SCC for the HMI. When the SCC receives its instructions, it will query

and control the PLC devices connected to the bottom, and then read its var-

ious sensors via PLC, and return the data to the SCC database for storage,

and the results will be queried. Return to the HMI display [13].

 

Fig. 1. SCADA architecture

B. Modbus/TCP

The Modbus protocol de􀅭ines a process control system that em-

phasizes the exchange of information, and SCADA, structure and com-

munication rules and operation and control of industrial processes [14].

Modbus' open protocol speci􀅭ication and TCP extensions are welcome, es-

pecially in the oil and gas sector, and are the primary control protocol for

pipeline operations. There are two main variants of the Modbus protocol,

Modbus Serial [15] and Modbus TCP [16].

In theModbus serial communicationprotocol,messages are trans-

mitted between the primary station and the secondary station (􀅭ield de-

vice) via the serial communication lineusing theASCII orRTU transmission

mode. The newer Modbus/TCP protocol provides connectivity between

Modbus networks (master stations and their slaves) and IP interconnect

Modbus networks (multiple masters, each communicating with a set of

slave stations that may overlap). Attacks on Modbus systems and net-

works can have a variety of effects, from sporadic outages to 􀅭ield devices

(sensors and actuators) to large-scale outages, and even loss of control

in the event of a fraudulent master. Its main targets include the primary

station, 􀅭ield devices, serial communication lines (Modbus sequences) or

network communication paths (Modbus TCP).

Modbus/TCPprotocol provides connection based onTCPnetwork

(Master and Slave), and IP interconnection Modbus network (multiple

masters, each with multiple slaves) [17]. The packet format of the Mod-

bus/TCPRequest is shown in Table I. In theModbus/TCP protocol, the part

of the packet 􀅭ield can be mainly divided into: Header, Address, Function

Code, Start Address, and Request Length. In Header, it can be subdivided

into: Transaction ID, Protocol ID, and length [18, 19].

TABLE I

MODBUS/TCP REQUEST FORMAT

Transaction ID Protocol ID Length Address Function Code Start Address Request length

2 Byte 2 Byte 2 Byte 1 Byte 1 Byte 2 Byte 2 Byte

C. Address Resolution Protocol (ARP) Attack

ARP attack is mainly an attack method derived from the ARP

agreement. Fig. 2 below is an example: When PC1 wants to transmit data

to PC3, it will transmit through Switch. If the MAC address corresponding

to the IP is not recorded in the Table record, the Switchwill send the packet

before sending the packet. Send a broadcast packet of the ARP protocol

and ask what is the MAC address of the computer corresponding to the IP

of the destination under the entire local area network. At this time, when

PC3 receives the broadcast packet, itwill return its ownMACaddress to the
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Switch. After completing the inquiry once, theMAC address corresponding

to the IP is obtained, and the packet sent by the PC1 is transmitted to the

PC of the PC3 [20, 21, 22].

The ARP scam is mainly to exploit this vulnerability. When the

Switch sends a broadcast packet for inquiry, the attacker will continuously

send a response and send its MAC address back to the Switch, so that the

Switch believes. Therefore, the attacker continuously sends a response to

tell the Switch the IP address of the IP. Although PC3 also responds, since

PC2 actively sends a broadcast packet to respond to the Switch, the Switch

will eventually trust the attacker's MAC address. Therefore, in this way,

you can fool the Switch and pass all the packets to be sent to PC3 to the PC2.

In this way, since both parties to the communication do not know that the

packet has passed the third party's hand, this is also called a middleman

(MITM) attack [23].

 

Fig. 2. ARP attack

III. EXPERIMENTAL DESIGN

A. SCADA of System Structure

In order to fully implement the system, we must 􀅭irst understand

the communication protocols used by the HMI, SCC, and PLC used in the

ICS industrial control system, and what devices are in our target system.

 

Fig. 3. SCADA architecture

Fig. 3 show the SCADA system is mainly built by WEB as the HMI,

and the SCC host is responsible for receiving queries and control com-

mands from the WEB side. In this end, the target system uses the WEB

interface as a display, so The protocol used is the HTTP protocol. There

are four PLCs connected to our SCC, two of which are PLC developed by

Siemens (IP is 192.168.123.88, 192.168.123.91), and the other two are

PLCs developed by Delta Electronics. Is 192.168.123.89, 192.168.123.90).

The communication protocol they use to connect to the host of the SCC

system is Modbus/TCP.

The operation of the SCADA system, the user connects to our HMI

man-machine interface with IP 192.168.123.99, the web page sends an

HTTP GET request SCC to query various Sensor values; when the SCC re-

ceives its command to query the Sensor value, it will pass Modbus. The

TCP communication protocol transmits the query command to each PLC

to query the various kinds of Sensor information connected to them, and

􀅭inally returns the data result of the query to the HMI of the webpage as a

display.

B. Design Process

The overall communication architecture andprocess of the SCADA

system. Since our goal is to protect their SCC and PLC systems from attack,

allowing attackers to attempt to attack the system,we candetect andnotify

the administrator to minimize damage. Therefore, our design process can

be divided into the following two categories: environmental monitoring

and construction, active trapping system development process.

The main purpose of environmental monitoring is to establish a

packet monitoring environment, because we can ensure that the commu-
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nication packets between the SCC system and the PLC system are able to

be captured and stored. Therefore, before we start to implement the sys-

tem design, we must 􀅭irst establish a packet monitoring environment for

subsequent use as a development. So next, this study will introduce each

section of the process for each step.

 

Fig. 4. Environmental monitoring

 

Fig. 5. System development

C. Implementation Monitoring System

We use C# as a programming language to listen to all the con-

nection packets of the switch and record related information.

 

Fig. 6. Implement package sniff

D. Detect Abnormal Traf􀅲ic

We have classi􀅭ied the request packets according to different sen-

sors and stored them in the database. We group each query's request by

group and calculate the total number of packets we have collected. When

the training is completed, the number will gradually stabilize and be syn-

chronized, so after the training is over, we can start to enter the detection

phase.

In the detection phase, we tried to pretend that the SCC sent

the same Modbus/TCP query command to the PLC with the target IP of

192.168.123.88. Since our source IP is not the IP 192.168.123.254 of the

SCC, and the Queryed StartAddr does not exist, we can easily retrieve this

number of 1 exceptions based on past data during detection. 􀅭low. Next,

we will further analyze this abnormal traf􀅭ic and identify the attack mode

of the abnormal traf􀅭ic.



2018 C.-H. Chou et al. - Modbus Packet Analysis . . . 34

 

Fig. 7. Detect traf􀅭ic

IV. CONCLUSION

This article has con􀅭irmed that PLC can be attacked by the SCADA

through network from the simulation environment. PLCs are the most

common devices in SCADA systems. They are located between the HMI

and the 􀅭ield devices and are responsible for sending commands to and re-

ceiving data from the 􀅭ield devices. Since the PLC is programmable, it can

be completely destroyed by a malicious control program. This article ex-

plained of attacks (ARP attack). Through these attacks, it can be found that

the communication between PLC and SCADA may be affected, resulting in

serious instability of the SCADA system. How to improve information se-

curity asmuch as possible has always been a direction and goal we need to

think about. In the 􀅭ield of information, there are often attacks that occur,

sohowtokeep thedefence so that the systemcanbeproperlyprotectedhas

always been the ultimate goal of our information personnel to pay atten-

tion to and think about. Especially in industrial control systems, informa-

tion security environment construction and protection is more important.

However, in an industrially controlled environment, because of the contin-

uous and stable operation of the equipment, it is dif􀅭icult to continuously

update, resulting in a system that is too old and vulnerable to damage from

other attacks.

TABLE II

SUMMARY

Item Attack detection system Traditional Attack detection system Non use Attack detection system

ARP attack detected on system Instantly notify managers and issue warn-

ings

will be issued if it is in the blacklist Need towait until an exceptionoccurs

Setting mechanism Self-learning Need tobemanually set by the administrator -

Expansibility Can be linked to honeypots to counteract only Noti􀅭ication -
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